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Abstract

We present a mathematically rigorous, systematic approach
for the verification of database isolation guarantees, which
(i) supports a spectrum of seven isolation levels, (ii) uncovers
a fundamental dichotomy among isolation levels: stronger
levels can be verified via refinement alone, whereas weaker
levels additionally require reduction, and (iii) provides a hier-
archy of abstract models that substantially simplifies proofs
by factoring out their most labor-intensive parts. In particu-
lar, we eliminate the need for per-protocol reduction proofs
for the weaker class of isolation levels by performing a once-
and-for-all reduction at a high level of abstraction in our
hierarchy. To achieve this, we develop and apply a generic
theory of reduction, which is also of more general interest.
Overall, our approach minimizes the user’s proof effort to a
single, simpler refinement of the most concrete model in our
hierarchy. All our results are formalized in Isabelle/HOL.

1 Introduction

Modern databases trade strong isolation guarantees, such as
serializability, for performance, offered by weak isolation lev-
els [3, 4], including read atomicity, causal consistency, snap-
shot isolation, and more (cf. Figure 1). Weaker isolation levels
permit more complex concurrent behavior, which makes the
concurrency control protocols at those levels harder to get
right. Indeed, weak-isolation bugs, stemming especially from
design-level defects, have repeatedly surfaced in carefully de-
signed and extensively tested production databases [13, 17].
Over the past decades, sustained efforts have been made to
develop reliable databases that support weakly isolated dis-
tributed transactions. Reasoning about isolation guarantees
in these systems requires a formal semantics for isolation
levels and a methodology for their formal verification.
Although the semantics have been extensively studied, in-
cluding dependency graphs [5], abstract executions [8], and
operational semantics [23], tool support for verifying them
remains rare. Our recent VerlIso [10] framework takes an
important step toward closing this gap by mechanizing the
operational semantics of [23] in Isabelle/HOL [22]. Its core
abstraction, namely the centralized isolation-level model
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Figure 1. Isolation levels, weaker (—) stronger. Blue levels
(IL < CC) require a reduction step in addition to refinement.
Violet levels (IL > UA) directly refine the abstract model.

(CIL), captures a multi-versioned key—value store and differ-
ent client views. Parameterized by isolation levels, CIL can
be instantiated with a wide range of them shown in Figure 1.

In Verlso, one verifies isolation guarantees by showing
that a concurrency control protocol refines the abstract
isolation-level model CIL instantiated to the target level.
However, such proofs are labor-intensive and do not scale
for two reasons: (1) there is a substantial abstraction gap be-
tween the abstract CIL model and concrete protocol models,
which requires rather involved refinement mappings linking
the fine-grained protocol steps to the one-shot commit event
in the CIL model, and (2) refinement alone is sometimes
insufficient (since there is no trace inclusion) and must be
complemented by a Lipton-style reduction [16]. These re-
duction proofs are often done ad-hoc and on a per-protocol
basis, which requires considerable additional effort.

In this work, we address these problems in three ways.
First, we introduce a general Lipton-style [16] reduction
framework, whose application substantially reduces the ef-
fort needed for reduction proofs. It is parameterized on an
event system ES (e.g., distributed transaction systems), an
event dependency relation D (e.g., write-read dependen-
cies [1]), and a desired (good) event order G (e.g., the order
induced by transaction timestamps). Assuming that these
relations satisfy three general conditions, including the lin-
earity of G and the commutativity of independent events,
we prove that any execution of ES is transformable into a
G-ordered execution by commuting a finite number of inde-
pendent event pairs (w.r.t. D) while preserving the reachable
states. To apply our result, one only needs to define the three
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parameters and discharge the three conditions. Notably, this
general result is not limited to the database context.

Second, to gain deeper insight into why reduction is
needed, we examine isolation levels and the associated proto-
col correctness proofs that require reduction (e.g., [11]). We
observe that write conflicts in protocols cause a mismatch
between the logical order of events (e.g., according to times-
tamps) and their execution order, thereby necessitating a
reduction proof to correct the mismatch. Since update atom-
icity (UA) [8] is the weakest level preventing write conflicts,
direct refinement alone suffices to prove correctness for this
and all stronger levels. Accordingly, we classify the isolation
levels in our lattice from Figure 1 into two groups. The levels
IL > UA can be verified without reduction, whereas the veri-
fication of the two weaker levels IL < CC, namely RA and
CC, requires a combination of reduction and refinement.

Third, based on this insight, we construct a hierarchy of
new abstract models with the aim of replacing per-protocol
reduction proofs by a once-and-for-all reduction proof at
a high abstraction level. Therefore, we construct a new ab-
stract base model, TXM, based on transaction maps, which
explicitly models timestamps and refines CIL. For this refine-
ment to hold, we must restrict TXM such that the timestamp
and execution order coincide. From TXM, we then derive
two more specialized abstract models, TXMy 41 and TXMcc,
one for each IL group (Figure 2). We use our reduction frame-
work to prove that TXMcc| reduces to TXM by reordering
commits to respect the timestamp order. We also show that
TXMyar directly refines TXM. As a result, to prove a pro-
tocol’s correctness, a refinement of the respective abstract
model, instantiated to the desired IL, suffices.

Moreover, to factor out the verification effort of the shift
from centralized to distributed settings, we introduce an
abstract distributed protocol model (DTXM) parameterized
over IL, which further refines the previous two models and
captures the client/server two-phase commit (2PC) architec-
ture shared by most modern distributed transaction systems.
This concludes our hierarchy of intermediate models, which
extends VerIso and reduces the verification of a new protocol
to a single refinement of the distributed model (see Figure 2).

Contributions. To summarize, this work makes the fol-
lowing contributions:

1. A reduction framework, parameterized on an event
system, a dependency relation, and a desired event
order, for verifying distributed transaction protocols
with weak isolation guarantees (Section 2).

2. A taxonomy of isolation levels ordered by whether
their correctness proof follows from direct refinement
of the abstract model (IL > UA) or requires a reduction
step in addition (IL < CC), which we factor out and
prove using our reduction framework (Section 4).
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Figure 2. A hierarchy of models showing a transitive in-
clusion of reachable states (via refinement or reduction) of a
concrete protocol in the states permitted by its target IL.

3. A hierarchy of abstract intermediate models that
shrink the abstraction gap between VerlIso’s abstract
model and concrete protocols (Sections 3 to 5).

The reduction framework, models’ hierarchy, refinements,
and the single reduction are all mechanized in Isabelle/HOL.

This work also complements two lines of research. First,
while prior work has primarily viewed isolation levels
through the lenses of system performance [2, 3, 18, 20] and
black-box checking complexity [6, 7, 21], we study them from
the perspective of protocol verification and uncover a related
dichotomy. Second, while prior reduction frameworks based
on Lipton’s movers target concurrent programs, typically by
inferring atomic blocks [9, 12, 14, 15], we provide a reduction
framework for distributed systems that instead commutes
protocol events into a certain desired order.

2 A Reduction Framework in Isabelle/HOL

In this section, we introduce our general reduction frame-
work, mechanized in Isabelle/HOL. We model database pro-
tocols and abstract transaction systems as labeled transition
(event) systems. Our framework is based on the idea that two
independent events in an execution commute, i.e., swapping
them disables neither event and yields the same final state.
Lipton in [16] uses this idea to group program statements
into atomic blocks, to simplify reasoning about concurrent
systems. We generalize this concept by commuting events
into a given desired order, while preserving reachable states.
Our framework is parameterized on an event system ES,
an event dependency relation D, and a partial function G that
specifies the desired (good) event order. G assigns a linearly
ordered label (e.g. a timestamp) to a subset of events.
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We identify a small set of assumptions on these parame-
ters, which is required for the reduction to work:

1. Vr € traces EST = a-e;-ey-f A (e, e0) ¢ D =
(e2,e1) € D, i.e., if two events on the trace are indepen-
dent, commuting them preserves their independence.

2.Vt etracesES.t=a-e;-f-e1-y AG(er) < G(ey) =
(ez,€1) € D, ie., "badly ordered" events are independent.

3.Vr e traces ES. T =a-e;-f-e-y A (er,e2) ¢ D =
commute ES e ey, i.e., independent events commute.

Theorem 2.1 (Reduction Soundness). Let ES be an event
system with an event dependency relation D and a desired
event order G, satisfying the framework’s obligations. Then
every reachable state of ES is reachable by an execution where
the event order is consistent with G (a G-ordered execution).

The proof reorders an arbitrary execution into its sorted
form by repeatedly swapping events. Then, a well-founded
measure that strictly decreases under commuting events,
marking progress towards a G-sorted execution, guarantees
termination. Verifying an arbitrary-interleaving system thus
reduces to verifying only its sorted executions.

3 Abstract Base Model: Transaction Maps

We introduce Transaction Maps (TXM), a new parameterized
abstract model whose instantiations capture a range of well-
known and prevalent isolation levels (Figure 1). The target
isolation level IL is specified by two model parameters:

e Ry, arelation on transaction IDs, and
o vShift;;, a predicate on allowed client view updates.

We model TXM by defining its states and events as follows.

TXM states. The TXM model’s states (M, U) consist of a
transaction map M from transaction IDs to per-transaction
states, and a client views map U from client IDs to their
views, i.e., the set of transactions they see. Unlike Verlso’s
CIL model, which uses key-value version lists, this model
stores information per transaction, comprising (i) a read map,
(ii) a write map, and (iii) a transaction timestamp.

This change reduces the abstraction gap to concrete proto-
cols because one works directly with transaction IDs, which
serve both as the main way to access transaction states and as
a replacement for list indices in client views. This approach
can be seen as an operational version of abstract execu-
tions [8], as it defines a visibility relation between transac-
tions via client views, and assigns timestamps to transactions,
resembling the arbitration relation in abstract executions.
TXM also offers view atomicity for free, i.e., clients see
either all or none of other transactions’ writes, and concrete
protocols inherit the atomic view by refining this model.

TXM events. TXM has two events: a view extension event
and an (atomic) commit event. The view extension event
extends one client’s view and preserves M. The commit event
changes both M and the committing client’s view u (in U),
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and requires that all of the following conditions hold for M,
u, and their updates M” and u’ resulting from the commit.

1. u is backward closed under Ry (a.k.a. canCommityy).

2. The vShift;; (M,u, M’,u’) predicate holds.

3. The client reads the latest version in its view (last-
write-wins policy).

4. The transaction ID and timestamp are fresh.

5. For each involved write key, the timestamp is larger
than all previous write transaction timestamps on that
key (sorted-timestamps condition).

The last condition restricts this model’s executions to those
in which the commits on each key are sorted by timestamp.

Finally, we show that this model refines VerIso’s CIL
model. So, by transitivity, any model that refines TXM also
refines CIL. (The reverse refinement, which would establish
equivalence, is work in progress.)

4 Isolation Levels Taxonomy, Refinement,
and Once-and-for-All Reduction

In this section, we first discuss general proof techniques for
transaction isolation verification. Then, we propose a new
characterization of isolation levels and the associated proof
techniques. In order to capture recurring proof patterns, we
introduce two new models in our model hierarchy, namely
TXMcc; and TXMy4r (see also Figure 2) and generalize
those patterns as a once-and-for-all effort.

Refinement is a standard, commonly used technique to
show that concurrency control protocols satisfy their isola-
tion guarantees. A refinement is defined between two event
systems at different abstraction levels, using a refinement
mapping pair (r, r) that maps the states and events of one
system to those of the other, respectively. We say an event
system ES; refines event system ES,, if (i) r preserves initial
states, and (ii) (r, r) maps ES; transitions to ES, transitions,
ie.,ifs 5, s, then r(s) MZ r(s’).

Refinement guarantees inclusion of reachable states mod-
ulo r, i.e., r(reach(ES;)) C reach(ES,), with r applied point-
wise. For database protocols, showing that the concrete con-
currency control protocol refines the desired isolation level’s
event system proves that the protocol’s reachable states are
included in those of the isolation level, thereby establishing
satisfaction of that level’s guarantees.

Note, however, that for such correctness proofs, a direct
refinement of the abstract isolation-level model (whether
of CIL or base TXM model) does not always work. We can
observe this, for example, in the Eiger-PORT+[11] protocol.
In this protocol, a read transaction always reads the version
with the highest timestamp below a certain global safe time
(which determines a subset of already committed transac-
tions). In contrast, both abstract models CIL and TXM require
that a client always reads the latest committed version in its
view, which is determined by the execution order of commit
events. However, the execution order of commits and the
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order of the associated commit timestamps may not coincide.
We call such commits inverted commits.

Inverted commits in an execution cannot simulate the be-
havior of the abstract isolation-level models CIL or TXM. In
CIL, simulating such commits requires inserting a key’s new
version to its version list rather than appending it, which is
not allowed. Similarly, in TXM, which refines CIL, such com-
mits are excluded by the sorted-timestamps condition. We
solve this problem by combining reduction and refinement.
Reduction orders the commit events by their timestamps,
resulting in the inversion-free (a.k.a. restricted/sorted) model
TXM, and TXM subsequently refines the CIL abstract model.

To pinpoint the root cause of this problem, we examined
a range of isolation levels and observed that if a level disal-
lows write conflicts, then this kind of timestamp inversion
is avoided. Based on this observation, we classify isolation
levels into two groups, as shown in Figure 1.

TXMuyat and direct refinement. For levels stronger than
update atomicity, IL > UA (UA, PSL SI, SER, SSER), we intro-
duce the TXMy 41 intermediate model, which differs from
the TXM abstract model in two ways.

First, IL > UA entails that IL’s commit condition implies
the UA commit condition (canCommity 4). This condition
requires the client view to be backward closed under the re-
lation Rya = U (k,0)ewrite_map WW,,' (k), meaning it should
include all versions of the keys in the transaction’s write map
(because of closure on write-write dependency), essentially
avoiding write conflicts.

Second, the model replaces the restrictive sorted times-
tamps condition of TXM with a much weaker timestamp
condition, namely requiring a client to choose a timestamp
greater than the transactions’ timestamps in its view. This
condition is respected by timestamped protocols, since the
timestamp always increases locally for a client, and its choice
depends only on the client’s view, rather than on all com-
mitted transactions of the involved write keys.

Combining these two conditions, we prove that for all keys
a transaction commits to, the timestamp will be greater than
those of the existing transactions in the client’s view, which
must, in turn, include all versions of those keys. Therefore,
this model directly refines the TXM abstract model, and no
reduction is needed to put commits in the correct order.

TXMcc) and the once-and-for-all reduction. For levels
IL < CC (RA and CC), we introduce the TXM¢¢| intermedi-
ate model, which removes the sorted timestamps condition
of TXM in exchange for a few weaker timestamp conditions
similar to TXMy 41. Here, however, the instantiated levels
are weaker and therefore permit more complex concurrent
behavior. This breaks trace inclusion between this model
and TXM, making a direct refinement of TXM infeasible.

Therefore, to prove the inclusion of the set of reachable
states for the IL < CC region, represented by the TXMcc)
model, we instantiate the framework from Section 2 a single
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time, with an event dependency relation Dc¢ and the commit
timestamp order G¢c, as the desired good order.

Dcc defines two events e; and e, as dependent in two
cases: (1) if both events are from the same client, or (2) if
e; is a commit, and its transaction ID is in e;’s client view
(capturing write-read dependency).

Gcce maps commit events to their timestamps, thereby in-
dicating the timestamp order as the desired order of commits.

The instantiation yields three proof obligations (see Sec-
tion 2), which we prove hold for TXMc¢c|, using Dcc and
Gee. As a result, TXMcc, is proven reducible to the TXM
model, in which the commits are ordered by their timestamps.
Thus, every concrete protocol that refines TXMcc| automat-
ically satisfies the reduced semantics and the level guarantee,
with no further reduction reasoning. The reduction argu-
ment, the hardest part of the proof, is paid for exactly once.

5 Distributed Transaction Maps

Distribution in most concurrency control protocols is struc-
tured as clients and servers running a two-phase commit
protocol. We capture this in the Distributed Transaction
Maps (DTXM) model, which bridges the centralized TXM
models to distributed protocol models.

DTXM’s global state includes client and server con-
figurations, and a map of transactions to timestamps.
A client configuration stores the client’s view, its cur-
rent transaction’s ID, timestamp, and state machine
init— ops— prepared— committed | aborted. A server config-
uration stores, for each (t, k) transaction ID and key pair,
a state machine idle—read/prepared— committed/aborted.
DTXM events form a full 2PC protocol: read request and
response, prepare, commit, and abort.

We show that DTXM refines previous TXM models by
proving that its client commit event refines the one-shot
atomic commit of TXM models. Therefore, a future protocol
correctness proof requires only a refinement of DTXM.

6 Conclusions and Future Work

We have introduced a new approach to transaction isolation
verification and factored out its labor-intensive proof steps
by developing a generic reduction framework and a hier-
archy of abstract models. We have also shed new light on
isolation levels from a protocol verification perspective by
distinguishing those that can be verified by refinement alone
from those that additionally require reduction.

In order to validate our approach at both ends of the
isolation-level lattice, we are currently verifying two concur-
rency control protocols: for the IL < CC class, we reverify
Eiger-PORT+[11] as causally consistent, and for the IL >
UA class, we verify that ROLA [19] satisfies UA. The rever-
ification highlights the reduced proof effort as a result of
using our reduce-once model hierarchy, while the second
case study witnesses the generality of our approach.
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