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Abstract

Black-box database isolation checking determines whether
an observed transaction execution satisfies a target isola-
tion level. Yet, the problem remains largely underexplored
for workloads containing range predicates. We present a
state-based approach for checking SERIALIZABILITY, the gold
standard of transaction isolation. The approach searches for
a serial ordering of transactions that transforms the initial
database state into the observed final state while reproduc-
ing all observed query results. We formalize this search as
an automaton-based exploration procedure that reduces the
checking problem to finding an accepting run. The automa-
ton construction inherently merges equivalent states encoun-
tered during exploration. To further accelerate search, we
introduce observation-aware pruning, which eliminates runs
inconsistent with the observed query results. Experimental
results show that our approach effectively identifies SERIAL-
1ZABILITY violations and outperforms the state-of-the-art.

1 Introduction

Database isolation levels specify which effects transactions
may observe during concurrent execution. Checking whether
a database engine correctly implements a target isolation
level is challenging. White-box techniques [1, 7] require
reasoning about large, complex codebases that are often un-
available in practice. Black-box approaches [4, 17] offer an
effective, scalable alternative by checking whether observed
transaction execution histories satisfy the target level.

Most existing black-box checkers [4, 6, 11-15, 17-19] tar-
get key-value histories, where reads and writes on the same
key expose explicit read-from dependencies. Isolation check-
ing can then be reduced to detecting forbidden dependency-
graph patterns, such as cycles. Histories with range pred-
icates are substantially more challenging. A range update
may affect an unknown set of rows, while a range query
returns results determined by a predicate rather than a fixed
set of keys. As a result, the read-from dependencies required
by graph-based approaches are not explicitly available in the
observed history and must instead be inferred.

Despite this complexity (e.g., NP-complete for checking
SERIALIZABILITY [5]), efficient isolation checking remains
important in practice: analyzing more histories within a
time budget increases confidence in a database’s correctness
and improves the likelihood of exposing isolation bugs.
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Prior work checks isolation with range predicates in differ-
ent ways. For example, CHECKCONSISTENCY [5] recovers read-
from relations and constructs dependency graphs by instru-
menting database tables with an additional write-id column
and augmenting updates and deletes with RETURNING clauses.
TROUBADUOR [16], assumes timestamps reveal transaction or-
der and adopts a state-based verification approach [8] based
on symbolic execution and constraint solving.

However, checking transaction histories with range pred-

icates remains largely underexplored when neither instru-
mentation nor transaction ordering information is available.
In this work, we focus on SERIALIZABILITY, the gold standard
of transaction isolation, under which every execution must
be equivalent to some serial execution of the same transac-
tions. This guarantee rules out anomalies such as dirty reads,
phantom reads, and write skew.
Our Solution. We present a state-based approach for check-
ing SERIALIZABILITY over transaction histories with range
predicates. To avoid expensive enumerative search of serial
orders (up to n! for a history with n transactions), our key
idea is to merge equivalent states and encode the search as a
Deterministic Finite Automaton (DFA). Specifically, given an
initial database state, a final database state, and an observed
history, we construct a DFA whose runs represent candidate
serial executions. Checking SERIALIZABILITY then reduces to
deciding whether this DFA has an accepting run.

Our state merging approach exploits the fact that different
transaction prefixes may execute transactions in different
orders but reach the same database state after executing
the same set of transactions. Such prefixes are equivalent
with respect to all remaining transactions, so the checker
only needs to continue the search once from the equivalent
state. The search also leverages observation-aware pruning
to eliminate infeasible prefixes early. For any transaction
in the candidate prefix, the checker evaluates its operations
on the current state. Under SERIALIZABILITY, if any query
result differs from the corresponding observed result in the
history, then no serial order extending this prefix can satisfy
SERIALIZABILITY. Hence, the prefix can be safely pruned.

Contributions. We make the following contributions:

o We introduce DFA as a new formalism for checking SERrI-
ALIZABILITY over transaction execution histories.

e We develop a novel checking algorithm that supports
broader SQL features, including range predicates, without
requiring instrumentation or transaction orders.
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Figure 1. An example history of three transactions and one
possible execution that produces it.

e We implement our approach in a tool called SERCHECK
and evaluate it on histories with range predicates. Results
show that it significantly outperforms the state-of-the-art
tool, CHECKCONSISTENCY, in checking SERIALIZABILITY.

2 Approach Overview
2.1 Running Example

Consider a database with a single table T containing two
columns, (k : Int,v : Int), where k is the primary key. Ini-
tially, T contains two rows, (1,1) and (2, 2), and the initial
database state is thus s; = {(1, 1), (2, 2) }. Suppose three con-
current transactions, txj, txz, and txs, execute and produce
the history shown in Figure 1.

Each transaction consists of a sequence of SQL operations,
and each read (or SELECT) operation has an observable query
result. For example, 0p;; issues the query SELECT * FROM T
WHERE v <= 1 and returns {}, indicating that no row satisfies
the range predicate v <= 1. After all three transactions
commit, the final database state becomes sp = {(1,2), (2,1)}.

Our goal is to determine whether this history satisfies
SERIALIZABILITY. Specifically, we must find a serial order of
the three transactions such that executing them in that order
from sy produces sr, while reproducing the observed result
of every SELECT operation ({} in this case). Otherwise, the
history violates SERIALIZABILITY.

2.2 Our Approach

Exploring State Transitions. We search for such a serial
order by exploring all possible state transitions. Figure 2 illus-
trates the resulting state transition graph for the example in
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Figure 2. State transitions for the example in Figure 1. Nodes
represent database states. An edge labeled tx from s4 to s
indicates that executing tx transforms s4 into sg.
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Figure 3. DFA for the example in Figure 1.

Figure 1. Each edge represents the execution of a transaction,
transforming one database state into another. The graph con-
tains six paths, corresponding to the six possible serial orders
of the three transactions. However, none of them reaches the
observed final state s while simultaneously reproducing the
observed query results. Thus, the history is not serializable.

The violation originates from ops;. It observes an incon-
sistent snapshot: for key 1, it reads the latest version written
by opaa, whereas for key 2, it reads the older version written
by op11, as indicated by the dashed arrow in Figure 1. All
other operations observe the latest version of every key. As a
result, ops; reads row (1, 1) written by opy, and updates it to
(1,2). However, it observes the older version (2, 2) of key 2,
and therefore does not update that row. Consequently, key 2
retains its latest committed value (2, 1), while key 1 becomes
(1, 2). The resulting final state is thus {(1,2), (2,1)}.

DFA-based SERIALIZABILITY Checking. Since an enumer-
ative search can be expensive due to the potentially large
number of candidate serial orders (up to n! for a history with
n transactions), we merge equivalent states in the search and
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model state transitions as a Deterministic Finite Automaton
(DFA). The SERIALIZABILITY checking problem then reduces
to determining whether the DFA admits an accepting run. If
such a run exists, the history is serializable.

Each DFA state consists of a database state together with
the set of transactions that have already been executed. Each
transition corresponds to executing a single transaction.
Tracking the executed transaction set ensures that every
transaction appears at most once in a candidate serial order.

For example, the state transition graph in Figure 2 is repre-
sented by the DFA in Figure 3. The initial database state
corresponds to the initial DFA state qo = (s1, {}), while
the final database state corresponds to the accepting state
gy = (sp, {tx1, txp, tx3}). Because the DFA admits no accept-
ing run from gy to gy, there exists no serial order consistent
with the history. Therefore, it violates SERIALIZABILITY.

State Merging. The key observation underlying our DFA
approach and state merging is that different serial order pre-
fixes can reach the same state. If two prefixes contain the
same set of transactions and produce the same database state
from sy, then they are indistinguishable to all subsequent
transactions. Consequently, any continuation from one pre-
fix can be applied to the other as well, and the checker only
needs to explore one of them.

For example, in Figure 2, both the prefixes tx; — tx3 and
tx3 — tx; reach the state s; = {(1,2), (2,2)} after executing
the same set of transactions tx; and tx3. Therefore, they are
equivalent and can be merged into a single DFA state g.

Observation-Aware Pruning. Observed query results pro-
vide another opportunity to reduce the search space. Given
a prefix, we execute its operations and compare the result-
ing query outputs with those observed in the history. If any
output differs, then no serial order extending that prefix can
reproduce the observed history, and the entire subtree rooted
at that prefix can be discarded.

For example, consider the prefix containing only tx; in
Figure 2. Executing op,; on sy returns {(1, 1)}, which differs
from the observed empty result. Therefore, every serial order
beginning with tx; is infeasible and can be pruned.

3 The Checking Algorithm

Problem statement. Let H = (7, SO, M, s1, s¢) be a history,
where 7 is a set of transactions, SO is the session order, M
records the observed result of each read operation, and s;
and sr denote the initial and final database states, respec-
tively. The goal of SERIALIZABILITY checking is to determine
whether there is a strict total order, also referred to as the
commit order (CO) [4], such that CO preserves the session
order SO; each operation observes results consistent with
the database state visible to it under CO; and executing the
transactions according to CO from s; produces sg. If no such
order exists, the history is not serializable.
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Algorithm 1 Checking Serializability

Input: A history H = (7,50, M, s1, sF).
Output: A commit order if H satisfies SERIALIZABILITY,
or 1 otherwise.

procedure CHECKSER(H)
A « ConNsTRUCTDFA(H) > see Fig. 4 for infer. rules
return FindAcceptingRun(A)

(In1T) (FINAL) ST (ALPH)

g = (sr,{}) €Q (sr,T) € Qr T =

g=(sT)€Q ¢ =[tx]qg txeT\7,
Vix'.(tx’,tx) € SO* = tx’ € 7,
CONSISTENTOBSERVATION(S, tx, M)

7€Q ((gtx)>q)eA

(TRANSIT)

s =tx]s q=(0T) q =T U{tx})
q = [[tx]]q

(ExEC)

Figure 4. Inference rules for CoNsTRUCTDFA. SO™ is the
transitive closure of SO.

Definition 3.1 (SERIALIZABILITY). A history H = (7,SO, M,
s, Sr) is serializable if and only if there exists a commit order
CO C 7 X T, such that

1. SO € CO, i.e., CO preserves SO;

2. Vix. Yop € tx. IsRead(op) = [[op]s = M[op], where s is
the database state op reads from, [[op]|s denotes the result
of executing op on s, and M[op] is the observed result;

3. executing the transactions sequentially according to CO
from the initial database state s; yields the final state sp.

The Algorithm. We search for a commit order by incremen-
tally constructing prefixes of the commit order. To efficiently
represent and explore the resulting search space, we con-
struct a deterministic finite automaton (DFA).

Definition 3.2 (DFA). A DFA is formally defined as a tuple
(Q,2, A, qo. Qr), where Q is a set of states, ¥ is the alphabet,
A € QXXX Qisa set of transitions, gy € Q is the initial
state, Oy C Q is a set of final states.

Algorithm 1 presents the main SERIALIZABILITY checking
procedure. Given a history H, along with the initial database
state s; and the final database state sf, it first constructs a
DFA A (via ConsTRUCTDFA) and then checks for the ex-
istence of an accepting run in A (via FINDACCEPTINGRUN)
If such a run exists, it corresponds to a commit order over
all transactions, which is returned as a witness that 7 sat-
isfies SERIALIZABILITY. Otherwise, the algorithm returns L,
indicating that the history is not serializable.

Figure 4 presents the CoNsTRUCTDFA procedure using
inference rules:

o Rule INIT initializes the DFA with the state qo = (s, 0).
o Rule FINAL designates (sp, 7°) as an accepting state.
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Figure 5. Comparison with cHECKCONSISTENCY across various workloads. Timeout (600s) data points are not plotted. Default
configuration: #sessions=3; #txs/session=10; #ops/tx=10; read proportion=50%, update: delete: insert=2: 1: 1; overlap ratio=50%.

e Rule ArrH defines the alphabet as all transactions, and
each transition corresponds to executing one transaction.

o Rule TrANSIT specifies the construction of states Q and
transitions A. Given a state ¢ = (s, 7,,) € Q, if there exists a
transaction tx ¢ 7, whose execution preserves the session
order SO, then a successor state ¢’ is generated and the
transition (g, tx) — ¢’ is added to A. CONSISTENTOBSER-
VATION ensures that the execution remains consistent with
the observed query results; see Appendix A for details.

o Rule ExEc defines the successor state ¢’. The database state
s’ is obtained by executing tx on s, while the executed
transaction set is updated by adding tx to 7},.

The following theorem establishes the soundness and com-
pleteness of our Algorithm 1, with the proof in Appendix B.

Theorem 3.3. A history H satisfies SERIALIZABILITY if and
only if there exists an accepting run in CONSTRUCTDFA(H).

4 FEvaluation

We implement our approach in a tool, SERCHECK, that com-
prises approximately 3.8K lines of Rust code.

Benchmarks and Setup. We implement a random workload
generator for transactional workloads with range predicates.
The generator is parameterized by several workload param-
eters, shown along the x-axis of Figure 5.

In particular, read proportion determines the fraction of
SELECT queries, while the remaining operations are allo-
cated to INSERT, UPDATE, and DELETE statements according
to a configurable write mix. Overlap ratio captures the fre-
quency with which SQL operations access overlapping rows,
a characteristic specific to workloads with range predicates.
Specifically, it is defined as the fraction of operations whose
range predicates overlap with those of other operations. For
example, if the overlap ratio is 60% in a workload containing
100 operations with range predicates, then 60 operations
have pair-wise overlapping predicates, while the remaining
40 operations have predicates disjoint from all others.

We run the generated workloads against a PostgreSQL
(v18) instance under SERIALIZABILITY to obtain transaction
histories. All experiments are performed on a machine with
dual Intel Xeon Gold 6526Y CPU and 512GB of memory.

Performance Comparison. We compare SERCHECK with the
state-of-the-art checker, cHECKCONSISTENCY [5] (specifically,

its SERIALIZABILITY checking component), which also sup-
ports range predicates. It augments all write operations with
RETURNING clauses to retrieve write sets and attaches write
identifiers to track explicit write-read dependencies. For a fair
comparison, we incorporate these features into SERCHECK. In
particular, we compare the write sets produced during execu-
tion against those returned by RETURNING clauses and prune
order prefixes violating explicit write-read dependencies.

As shown in Figure 5, SERCHECK significantly outperforms
CHECKCONSISTENCY across various workloads. In particular,
the performance gap widens as the number of sessions (a),
transactions per session (b), or operations per transaction (c)
increases, and becomes more pronounced as the workload
becomes more write-intensive (d).

In addition, cHECKCONSISTENCY performs worse than our
tool under high overlap ratios (e), with its runtime increas-
ing rapidly once the overlap ratio exceeds 80%. This is par-
ticularly because in such cases write operations are more
likely to overlap with subsequent reads. For example, af-
ter a delete operation, the removed rows no longer satisfy
the corresponding read predicates, resulting in additional
dependencies CHECKCONSISTENCY must infer.

Overall, these results demonstrate the efficiency of our
DFA-based approach.

Effectiveness in Bug Detection. We evaluate SERCHECK on
a total of 404 key-value histories collected by prior work [4,
12, 17]. It verified all 106 serializable histories and correctly
identified the remaining 298 histories as violating SERIALIZ-
ABILITY. In addition, SERCHECK successfully reproduced 16
SERIALIZABILITY bugs reported by prior work [9, 10], all of
which are triggered by test cases involving SQL queries.

5 Conclusion and Future Work

We have presented a DFA-based approach for checking SEr1-
ALIZABILITY over transaction histories with range predicates.
We have also established its soundness and completeness.
Preliminary results have shown both its effectiveness in find-
ing isolation bugs and its promising checking performance.

Future work includes improving SERCHECK s scalability
and extending it to support advanced SQL features, e.g., sub-
queries, as well as weaker isolation levels [2, 3], e.g., repeat-
able read and read committed.
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Algorithm 2 Checking Observation Consistency

Input: A database state s, a transaction tx, and the map
of observed query result M.

Output: T if the query results of tx are all consistent with
observed results, or L otherwise.

procedure CONSISTENTOBSERVATION(S, tx, M)
for each op € tx do
if op € R then
if [op]ls # M[op] then return L
else s — [[op]s
return T

A Checking Observation Consistency

Observation-aware pruning. Algorithm 2 shows the pro-
cedure of checking whether a transaction tx on state s is
consistent with the observed query result M. Given a state
s that is the evaluation result of some equivalent order pre-
fixes, we want to check whether the new prefix that appends
anew fx is consistent. The procedure takes this state s, the
new transaction tx, and the observed query result map as
input. It then checks each op in tx in order. If this op is a read
operation, it checks whether the query result produced by
executing op on its most recent state is consistent with the
observed one. If not consistent, we just return L. Otherwise,
we continue to check the next op where the most recent state
is not changed. If it is a write operation, we update the most
recent state with the result of evaluating this write.

The observation-aware pruning is done by the OBSERVA-
TIONCONSISTENT method in the TRANSIT rule. Given a state
produced by a consistent order prefix and a new transaction,
if the execution of this transaction is not consistent with the
observation, then the premises of the TRANsIT rule cannot be
satisfied. As a result, the state produced by this transaction,
the related transition, and all possible later states and tran-
sitions after this inconsistent state will not be added to the
DFA. In other words, through pruning an inconsistent order
prefix, OBSERVATIONCONSISTENT actually prunes many total
transaction orders at one time.

B Proof of Theorem 3.3

Soundness. Suppose there exists an accepting run in A =
ConsTRUCTDFA(T, SO, M, s, sr), then there exist a sequence
of states qoq1...qn where n = |7 | and a sequence w = l11,, ...1,
over %, such that V0 < i < n.q; = A(qi-1,;) and g, € Q.
Let CO = {(li-1,l) | ¢ = A(qi-1,l;i) AO < i < n}. By
the ALPH rule, we know that > = {l;,L,...,I,} = T =
{tx1,tx0, ..., txp}.

1. Let q; = (s;, 7;) for all i. By TRANSIT, we have 7; = 7;_; U
{l;} and [; € ;7\ 7i—1. We also have [;_; € 7;_;. By the
session order constraints in TRANSIT, we know that if
(I;,1;_1) € SO*, i.e., violates session order, then [; ¢ 7;_,
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where 7i_» = 77 \ {l;, li—1}, therefore q;_1 # A(qi-2,1i-1),
which is a contradiction. Therefore CO must preserve SO.

2. By TransiT and ExEc, we know that a transition always
reads the newest state. The OBSERVATIONCONSISTENT en-
sures that Vi € (0,n].Yop € tx.op € R = [op]s =
MJop] where s is the newest state each op reads. There-
fore, the executed output of each read operation is consis-
tent with its observed query result.

3. By IN1T, FINAL, and the previous assumption, the sequence
w = hly, ...I, will make gy = (s, {}) transitto g, = (sp, 7).
Since the transition is executing the transaction on both
the database state and the used transaction set, executing
w = lil,, ...I,, on sy will result in sg.

Therefore, we find an CO that satisfies the definition 3.1, and

the soundness is proved. O

Completeness. Suppose H = (77, SO, M, sy, sp) is serializable,
then there exists a commit order CO = {(li_1,;) | ¢; =
A(gi-1,1;) A 0 < i < n} such that it satisfies Definition 3.1,
where X = {l, 5, ..., I,} =T ={tx1,txy,...,txp},and n =
|7|. Let a sequence w = [11, ...I,,. By definition 3.1, we know
that the executed output for each read operation is consistent
with its observed query result. In addition, CO preserves SO.
So we have Vi € (0,n].3q;.q; = A(qi-1,1;), as applying [; on
q; will always satisfy the premises of TRANSIT. By executing
w in order, we can get a sequence of states qoq . . . ¢». Since
executing all transactions on s; by CO will result sp, and
qo = (s1,{}), we have q,, = (sp, 7)) by applying TRANSIT n
times start from qo. Thus, g, € Qf. That means we find an
accepting of A = CoNsTRUCTDFA(T, SO, M, s1, sr). Thus,
the completeness is proved. O

C Worst Case Analysis

The worst-case scenario for our approach happens when the
workload has no opportunity for state merging or observation-
aware pruning. An example workload pattern is that (1) every
transaction contains only write operations, and (2) all writes
update the same row, with each transaction writing a distinct
value. Under this pattern, the database state reached after a
prefix is determined by the order of transactions that have
been executed. Consequently, two different prefixes cannot
be merged into the same DFA state. For this workload pattern,
the number of transitions in the DFA can also be exponential,
since each reachable prefix may be extended by any transac-
tion that has not yet executed and that preserves the session
order. Furthermore, it is impossible to prune inconsistent
states and transitions through observations as there is not
any read operation. Thus, in the absence of effective state
merging and observation-aware pruning, checking whether
the DFA has an accepting run has exponential worst-case
complexity with respect to the number of transactions.
This bound is pessimistic. Prior work of black-box iso-
lation checking [14, 17] suggests that such maximal write
contention is uncommon in practice. Real-world applications
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usually distribute writes across many rows, and many trans- rare, as read operations are dominant in practice. Thus, many
action prefixes can reach the same database state and can prefixes can be pruned through observations of reads.

be merged by our approach. Write-only workloads are also
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